be3onacHocmb
demeu e cemu
NHmepHem u
UHMepHem —
y2po3bl OJisi
pebeHKa

11A kKnacc






AHmepHem noseosisem eam.

« obwaTtbca C Opy3baMu, CeMbew,
Kosfineramu;

‘rioflydaTtb [OOCTYyMNM K WHOpMaLun W«
pa3BreyYeHnam;

*YVUNTbCH, BCTPeYaTbCA C JoAbMU U
y3HaBaTb HOBOE.




HMHTEpHET SBIACTCS MPEKPACHBIM HCTOYHHKOM
IJIs HOBBIX 3HAHHWM, IOMOIacT B y4yeOe€, 3aHUMAET
nocyr. Ho B 1o ke Bpems, Cerb TauT B ceO€
MHOTO  OmacHoCcTeu. Q0a3amenbHO  HYHCHO
noz20eopumes ¢ O0embvMu, OOBSICHUTHb, YTO MOIYT
BO3HHUKATh PA3JIMYHBIC HEIIPHUATHBIC CHUTYallUH H
TO, KaK W3 HHUX JyYIIHM OOpa3oM BBIXOJUTh.
[lomauTe, 49TO 0€30IIACHOCTHL BamIMX JIETEed B
NurepHere, Ha 9090 3aBuCHUT OT Ba




VIHIMEPHEWK &

PedepasibHbIU
3aKoH N 436-93

«O 3awume demeti om
UHgopmayuu, npuduHsiroweu eped
ux 300p0o6bLI0 U pazeumuro»

YctaHaBnuBaeT npaBuna megmabesonacHocTu

AeTen npu obopote Ha Tepputopumn Poccum
NpoAyKUUU cpeacTB MaccoBOU UHGopmaumu,
ne4yaTHOW, ayaAnoBu3yaribHON NPOAYKUUUN Ha
noobbIX BUAaxX Hocuteneu, nporpamm ana 3BM u
0a3 AaHHbIX, a TaKXe Mquopmau,uu pa3meljaemMmoun
B UHOpPMaLMOHHO-TENIEKOMMYHUKALNOHHbIX
ceTaAX U ceTax NnoaBMXHOMU paguotenedoHHON

CBA3N.




NHpopmauuoHHas 6e3zonacHocmb demeu

9TO COCTOAHME 3alUULLEeHHOCTHU ,EleTeﬁ, npu KOTOPOM
OTCYyTCTBYEeT PUCK, CBA3aHHbIN C NPUYNHEHUNEM

nHdopMauuen, B TOM YUCFie pacnpocTpaHAEeMOUn B CeTU

UHTepHeT, Bpepa uX 300pOBbIO, ((PU3UYECKOMY,
NCcUXmyeckomy, AyXoBHOMY U HpaBCTBEHHOMY

pa3BUTUIO
(Cbeuepaanbu}i 3aKoH oT 29.12.2010 N2 436-93 "O 3awuTe gerten ot
NHopMaLMK, NPUYNHSIOLLEN Bpead UX
3[0POBbLIO N Pa3BUTUD").




Yepo3bl, nodcmepezarouwiue pebeHka
e nobanbHOU cemu

_—

=

Jaxe cry4yauHblU KUK MO
ecrinibiswemy 6aHHepy unu
rnepexoo rno cchbisike MoXxem
npusecmu Ha caum ¢ ornacHbIM
coodep)xumMbiM!




Ya2po3bl,
noacmepezarouwiye
e pebeHKka e [N1obasibHoOU

cemu

. calimbl, nocesiweHHbIe rpooaxxe KoHmMpabaHOHbIX
moeapoe usiu opyaol He3aKkOHHOU desimesibHOCMuU,

ccalmbl, pa3Meuw,aroujue usobpaxeHus
MopHoz2paghu4ecKo20 Usiu UHO20 HerpuemMsieMo20
CeKcyasibHo20 KOHmMeHma, K KomopbiM demu Mo2ym
Jie2ko rnosiydyumb docmyri,

« calimsbl ¢ peknamoll mabaka u asiIko201Jisi;

« calimbl, NocesiWeHHbIe U320MmOo8JIeHUI0 83PbieYambIxX
gewecms;

 calimbli, npona2aHoupyroujue HapKOMUKU;




Y2po3bl,
noacmepezarowiye
" @ pebeHKka e [N1obanibHOU
cemu

)

calimbl, npona2aHoupyrowue Hacunue u
HemepnumMocmab;

CauTbl, rae NPoAalT OpyXue, HAPKOTUKM,
OoTpaBnsoLLiMe BellecTBa, ankoronb;

cauTbl, NO3BONSAKOLWME AETAM NMPUHMMATb y4acTue
B a3apTHbIX Urpax OH-NauH;

CauTbl, Ha KOTOPbIX MOTyT cobupaTb U NpoaaBaTb
yacTHy UH(popmauunio o Bawmx getax n Bawewn

CéMbe.




PAKTbI

- 19% peten nHorga nocewaroT nopHocaunTsl, ele 9%
aenakT 9TO perynsapHo.

- 38% peTten, npocMmaTpuBatloT CTPaHULbI O HAacUInUn

- 16% peteun npocMmaTpuBaloT CTPaHULIbI C PACUCTCKUM
coaepXNMbIM

- 25% NATUNETHUX OeTEN aKTUBHO UCMNONb3YT IHTEpPHET.
-okosio 50% peten BbixoaAaT B CeTb 6€3 KOHTPOISA B3POCHIbIX.

-14,5% peten Ha3Ha4anum BCTPeYn ¢ He3HaKoMLLaMN Yepes
NHTepHeT, 10% 13 HMX Xoaunm Ha BCTPeYn B OQMHOYKY, a 7%
HMKOMY HE CcOoOoDLLMIN, YTO C KEM—TO BCTPEYAIOTCH.



Cpe,qbl PUCKOB, CBA3adHHbLIX C UCNOJIb30BaHNEM

UHTepHeTa AeTbMU N NoAPOCTKaMH, crneumnasimnCrtbl

BblOoenawT cnepyrolwiume:

KOHTEeHTHbIe PUCKM — 3TO Martepuarnbl (TEKCTbl, KAPTUHKK, ayamo,
Buaeodansnbl, CCbINKM Ha CTOPOHHWE PECYpPChl), coaepKailyme
Hacunue, arpeccuio, 3poTUKy 1 MNopHorpaduio, HELEH3YPHYIO TNEKCUKY,
NHpoOpMaLMIO, pasXurarLlyo pacoByto HEHABUCTb, NponaraHay
aHopeKkcuu n dynumum, cynumnaa, asapTHbIX UrP, HAPKOTUYECKUX BELLLECTB
nT.A.

HEMOAOBAIOLLNMA

KOHTEHT

. oo =

3POTUKA 1 MOPHOTPADUA
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HACHNKUE

HELIEH3YPHARA NEKCHKA PACOBAA HEHABUCTb

I;II_P "
Fe £

cyhuma

AHOPEKCHKA

BYNUMMA A3APTHbBIE UIPbl




KOMMyYHMKaLMOHHbLIE PUCKU CBSA3aHbl C MEXIUYHOCTHLIMU OTHOLLEHUAMU
NHTEepPHET-NOoSb30BaTeNen 1 BKIOYaT B cebsl pUCK NOABEPTrHYTbCA OCKOPONeHNaM
N HanagkKam CO CTOPOHbI Apyrux. [pMmepamm Taknx puckoB MoryT ObITb:
He3aKOHHble KOHTaKTbl (Hanpumep, FPYMMUHr), KnbepnpecnenoBaHus,
KnoepOynnuHr n ap. [ns nogobHbIX Uenen MUCnomnb3ylTcsa pasfnyHble 4YaThl,
oHnanH-mecceHmxepbl (ICQ, Google talk, Skype n gp.), coumanbHble CETU, CanTbl
3HaKoOMCTB, dhopyMmbl, 6noru n 1.4.

$°¢




ANEeKTPOHHbLIEe (KNOEep-) PUCKU — 3TO0 BO3MOXKHOCTb
CTOSIKHYTbCA C XULLEeHNeM nepcoHanbHOU WHdopMaunn, PUCK
NnoaBepPrHyTbCA BUPYCHOW artake, OHMNanH-MOLUEeHHMYEeCTBY, cramM-aTake,
LLUMMNOHCKM MNporpammam m 1.4.




[MoTpebuTenbCKne PUCKU - 3noynoTpebneHue B
WHTEepHeTe npaBaMu noTpeouTtens.

Bkntovalor B cebsa: pucK npuobpeTeHna ToBapa HU3KOro
KadecTBa, pasfnyHble NoAernku, KOHTpadakTHasa u
danbcndnunpoBaHHas NPoayKUMS, NOTEPS AEHEXHbLIX CPEACTB
6e3 npnobpeTeHnsa ToBapa Unun ycrnyru, XmeHme
nepcoHanbHOW NMHopMaumn ¢ LUenbo Kubep-mMoLLEHHNYECTBA,

n ap.

e 4ot
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MHTepHeT-3aBMCMMOCTb, HaBA34YMBOE XenaHue
BOUTU B MHTEPHET W HEBO3MOXHOCTb BbLINTU N3 UHTEPHETA,
naTosfiormnyeckad, HenpeogornMma Tdara K
NHTEPHETY, «OKa3sblBawllad narybHoe BO3OeNCTBME Ha
ObITOBYIO, Y4ebHYIO, coumanbHylo, pabo4yto, CEMENHYIO,
donHaHCOBYIO UMM MNCUXOMOrMYEeCcKyo cdepbl AeATENbHOCTU»




Yepo3bl, nodcmepezarouwjue
pebeHka e nobasibHOU
cemu

& «Ku6epcyuyud»

Cynunpg — eceao siuwb criocob usbaesieHusi om
npobrem.
Kubepcyuuyud urnu coanacoeaHHble camoybuucmea. o

VHmepHemy noopocmku u Mosiooble /1rodu 0o2oeapusaromces o
cosMecmHoM camoybuucmee..




. I Y2po3bl,

@ - nodcmepezarowiue
;L. J ch pebeHka e [nobanbHOU
cemu

Caumbil 3HaKoMcme, coyuasibHbie cemu,
6s5102u U Yambi

K coxaneHuto yxxe ObINI0 MHOro crniy4yaeB, Korga
nenocunbl BbigaBanu ceds 3a ogHOro U3 geten Unu
BblAYMaHHbIX NEePCOHAXeWu, YTOOblI BOUTU K HUM B
AoBepue u 3aBeCTy NnoLunble UIiN OTKPbITO CeKcyaribHble
Oeceabl C HUMU UK AaXe AOTOBOPUTLCA O NTINYHOU
BCTpeve.




Ya2po3bl,

nooacmepezarouiue
é pebeHKa e nobanbHoU
- cemu
Hapkomuku

NHmepHem necmpum HoeocmsiMu o0 “riosib3e”
ynompebrieHUs1 MapuxyaHbl, peuernmamu u
cosemamu uscomoaersieHus “3enpbs’.




Ya2po3bl,
noocmepezarouiye
&) pebeHKa e [N1obanibHoU
cemu

Cekmbli

BupmyanbHbiu cobeceOHUK He cxeamum
3a PYyKy, HO eMy 8r10oJIHe o cusiam
“NMPOHUKHYMb 6@ MbIC/IU” U NoesIuUsiMmb Ha
832J1510bl Ha MUP.




Y2po3bl,
noocmepezarouiye
pebeHka e nobasibHOU
cemu

JKCmpemMu3M, HayuUuoHasiu3m,
pawusm

Bce wupokue 803MOXXHOCMU
NHmepHema ucnonb3yromcs
npedcmasumerisiMu 3KCmpemMucmcKux
me4yeHuu 07151 mo2o, Ymobbl 3amMmaHUMBb 8
ceou psiObl HOBUYKOS.




NUHTepHeT - 3aBUCUMOCTDb

HaBa3uynBble 0eCKOHeYHbIe nyTeLwecTBUA No
BcemupHou naymuHe.

MpucTtpacTue K BUpTyaribHOMY OOLLUEHUIO U
BUPTYalbHbIM 3HAKOMCTBaM — 6oJsibuwue 06LEMbI
rnepernucku.

N30bITOYHOCTb 3HakomMbIX U dpy3eu 8 Cemu.

MI'pOBaFI 3dBUCUMOCTb — HaBA34YUBOE yBJie4eHue
KOMMNbHOTEPHLIMU UTPaAMM.

lpucmpacmue k npocMmompy usibMo8 Yepes
WHTEpPHET, Korga «6onbHON» MOXEeT NpPoBeCcTU nepen
3KpaHOM BeCb AeHb He OTPbIBAasACb U3-3a TOro, 4YTo B
CeTU MOXHO NMOCMOTpPETb NpaKkTu4yecku noobon counnom
Unun nepepayy.




ITrobonbITHaA geTckasi Npupoaa MOXET 3aBECTU UX

Ha calTbl pacucmckKo20, OUCKPUMUHaUUOHHO2O0,

ceKcyaJsibHO20, HaCUJIbCMB8eHHO020 co0epKaHUusl
UITN Ha canTbl, cogepXxallme matepuarnbi,

nodyxaatLime pebeHka K A4eUCTBUAM, KOTOpPbIE

MOryT mocmasumsb oo y2po3y e20
rcuxoJsio2u4yeckKoe usnu ¢gusuvyeckKoe 300poehbe.




Oowune npaBunna 6e30nNacHoOCTU Npw
paboTe B NHTEepHeTe

PebeHky He cregyeT gaBaTtb YacTHOW MHdopmaummn o cebe (dpamunuio,

HoMep TenedoHa, agpec, HoMep LWKorbl) 6e3 paspelleHns poguTenen.
He paspewanTte pebeHKy
npenocCcTaBiATb JINHHYIO

UHpopmauunio Yyepe3s UHTepHeT

PebeHKy HY>XHO 3HATb, 4TO Hesib3Aa Yyepe3 MHTepHeT gaBatb
cBefeHnA 0 CBOeEM MMEHU, Bo3pacTe, HoMepe TenedoHa, HoMmepe
LWKOJ1bl M/IU AOMAaLLHEeM agpece, U T.4. YoeauTecb, YTO Y HEro HeT

JI0CTYNa K HOMEPY KpeAMTHOM KapTbl MJIM GAHKOBCKUM AaHHbIM.

HayuuTte pebeHKa ncnosib3oBaTb Npo3Buila (HUKKU) npy ooLweHuu

yepe3 UHTepHeT: aHOHUMHOCTb - OT/IMYHbIM crnocob 3awmTbl. He
BbiK/1agbiBauTe potorpadmm peb6eHKa Ha Be6-CcTpaHMLLAX
UIU NYOSIMYHBIX POpyMax.



Oowune npaBnna 6e30nMacHoOCTU Npw
paboTe B NIHTEepHeTe

He cnenyet oTKpbiBaTb MMCbMa 3MNEKTPOHHON MOYTHI,
doannel nnu Web-cTpaHuubl, NofTy4YeHHble OT NIo4eu,
KOTOpbl€ He 3HAaKOMbl UK HE BHYLLAKOT 4OBEPUS.

EQ'}‘E-

HayuuTte ero, Kak cnegyet noctynaTb Npu CTOJIKHOBEHUU C
noA03pUTE/IbHbIM MaTEPMAZIOM, PAaCCKaXXMTE, YTO HE HYXKXHO HaXKMMaTb
Ha CCbI/IKMU B 3NEKTPOHHbIX COOOLEHUAX OT HEU3BECTHbLIX MCTOYHUKOB,

OTKPbIBaTb pa3/IM4HbIE BNOXKEHUA.

TaKue CCblZIKM MOTYT BECTM Ha HeXKenaTesibHble CamTbl, MU COAEPIKATb
BMPYCbl, KOTOpble 3apa3AT Baw Komnbtotep. Yaanamte ¢ Bawero
KOMMbloTepa csiegbl MHPOPMaLMM, KOTOPYHO HEXeNlaTeNbHO OOHAPYKUTb
Baluemy pe6eHKy.

Orpapute pebeHkKa oT
HeHaanexatwiero Bed-coaepXmmoro.




rae rynsawt Bawu getun? | ,




BcTtpeya B peanbHOW XXU3HU CO 3HAKOMbIMU MO MHTEpPHET-0BLLEHUIO HE
SIBMSIETCA OYEHb XOPOLLEN nOeEN, NOCKOMNbKY NOAN MOTYT ObITb
pa3HbIMU B ANEKTPOHHOM OODLLEHUM N MPU pearibHOW BCTPeYe, N, eCnu
pPeBEHOK XernaeT BCTPETUTBLCA C HUMU, pOAUTENSIM CNeayeT NonTU Ha
NnepBYylo BCTPeYYy BMeECTE.

' Ti.mﬂt"hl:'
d :ﬂh - 2
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OTcyTCTBMEM BO3MOXKHOCTU BUAETb U CAbILWATb APYrux
noJib3oBaTesien Ierko Bocnosib3zoBaTtbca. M 10-neTHmM apyr Bawero
pebeHKa no 4YaTy B peasibHOCTHU MOXEeT OKa3aTbCA 3/I0YMbILLJIEHHUKOM.
[To3ToMy 3anpeTuTe pebeHKy Ha3HadaTb BCTPEYM C BUPTYa/IbHbIMU
3HAKOMbIMM.



A Bbl 3HaeTe c keMlobulaercalBailuipe6€HOK?




1. Ilocemaiite HMHtepHeT BMecTe ¢ JeTbMu. IloompsiiTe Bamux JeTei
JCJIMTBCS € BAMM HUX YCIIEXaMU M HEyJlauaMHM B Jiesie 0CBOeHUs MIHTEpHET,;

2. OO0ObscHUTE AeTIM, 4TO €ciid B UTHTepHETE YTO-TM00 OCCIOKOUT UX, TO UM
CJIEAYyeT HE CKPBIBATh ATOTO, a MOJCIUTHCI C BAMU CBOUM O€CITOKOMCTBOM,;

3. CocTaBbTe CIMCOK MpaBWil padOTHI 1eTeld B UHTEpHET U TIOMHUTE, YTO

Jiy4dle TBepaoe «HeT», YeM HeyBepeHHoe «1a». [IycTs orpannyenus OyayT
MUHUMAJIBHBI, HO 3aTO JICHCTBOBATh BCETJa U 0€3 OrOBOPOK.

4. O0BsAcHUTE peOCHKY, YTO MPU OOIICHUHU B YaTax, UCHOJIb30BaHUM ITPOrpaMMm
MTHOBEHHOTO 0OMeHa coobmenusmu (tuna ICQ, Microsoft Messenger u T.11.),
WCIIOJIb30BAaHUM OH-JIAMH UTP U APYTHUX CUTYALHUSIX, TPEOYIOIITHUX
peryucTpalnu, Helib3sl UCIOJIb30BaTh PEAIbHOE UM, [IOMOTHUTE BallIEMy
peOCHKY BBIOpATh PETUCTPAIMOHHOE UMSI, HE COJIeprKaIlee HUKAKOW JTUYHOU
UH(pOpMaLIH.

5. O0bsicHUTE peOCHKY, YTO HEJIb3s BbIAABaTh CBOM JIMYHBIC JTAHHBIC, TAKUE KaK
JOMAIITHUM ajpec, HoMep TeaedoHa U JH0YyI0 APYTYIO JUUYHYIO
HH(pOpPMaIIMIO, HAIIPUMEP, HOMED IIKOJIbI, KJIacC, JF0OMMOE MECTO ITPOTYIIKH,
BpEMsI BO3BPAIICHUS IOMOW, MECTO paOOThI OTIIA WJIM MATEPH U T.]T



6. OObsicHUTE CBOEMY pEeOCHKY, YTO KaK M B peajibHOM *W3HU U B MHTEepHETe
HET Pa3HUILIbl MEXKIY HEMPABWIHLHBIMUA U TPABWJIBHBIMUA TOCTYIIKAMU;

/. Hayuure Bammx gereil yBaxkarb codeceqHukoB B IHTepHeTe. YOenurech, 4To
OHM TOHUMAIOT, YTO IMpaBUja XOPOIIEr0 TOHA JIEMUCTBYIOT OJMHAKOBO B
HHTEepHEeTE U B pealIbHOU KU3HY;

8. CkaxuTe UM, UTO HUKOIJIA HE CTOUT BCTPEUAThCS C JIpy3bsiMu U3 HTEpHETA.
Benp Jitonu MOTYT OKa3aThCsi COBCEM HE TEMU, 3a KOTO c€0s BHIIAIOT;

9. OObscHUTE, YTO HAJIEKO He BCe, YTO MOXKHO YyBHAeTb B HNHTepHeTe —
npasaa. [Ipy coMmHeHMsX, MyCTh Jy4llle YTOYHUT Y Bac.

10. KomneroTep ¢ nogkiatoueHrueM K HTEpHETY MOJKEH HAXOUThCA B OOIIEH
KOMHAaTe

11. Ilpuyunte ceOs 3HAKOMUTBCA C CAUTAMH, KOTOPBIE€ MOCEIIAIOT BaIllX JICTH.

12. Mcnonb3ylTe COBPEMEHHBIE MPOTPAMMBI, KOTOPBIE MTPEIOCTABIIAIOT
BO3MOKHOCTh (DUIIBTPALIMU COAEPAKUMOTO CANTOB, KOHTPOJIUPOBATH
MECTAa MOCEUICHUS U NEATEIIbHOCTD TaM.



Mporpammbl-OUNETPLI

Power Spy 2008

(http://www.securitylab.ru/software/30
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[fporpammy yao06HO
MCNOJ1b30BaTb, YTOObI
Y3HaTb, YEM 3aHATbI AETH
B OTCYTCTBME POAMTENEMWN.


http://www.securitylab.ru/software/301944.php

Mporpammbl-hunbeTpRLI

IProtectYou Pro
(http://soft.malil.ru/program page.php

{ProtesbLon Bry Contyol Puel @

J Flarng s Droded

[porpaMmma-@uibTp MHTEPHETA,
NO3BOJIAET POAUTENIAM
orpaHu4MBaTh MO pa3HbiM
NnapameTpam CamThl,
NMPOCMaTpMBAEMbIE AETbMM.

You sre loggod on s Nosticied Users e



http://soft.mail.ru/program_page.php?grp=5382
http://www.securitylab.ru/upload/iblock/51021c813e17e48872b639aa8a055600.png
http://www.securitylab.ru/upload/iblock/51021c813e17e48872b639aa8a055600.png

Mporpammbl-hunbeTpRLI

KidsControl
(http://soft.mail.ru/program page.php?

& Kidscontrolietup

KidsConrol

[lpegHa3HaveHue

e e KidsControl -

oo ENaMaESE  mams|  BpEMeHM, KoTopoe
~ mmms|  pe6eHOK NPOBOAMT

i aaaa B MHTEpHeTe.
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http://soft.mail.ru/program_page.php?grp=47967

[TporpaMmbl-ONbLTPLI

CYBERsitter

(nttp://www.securitylab.ru/software/24
0522.php)

= = CYBERSitter pgaet
' orpaHn4nBaTb AOCTYI
Protecting Kids and Families for 14 Years ‘queﬁ K HeXenate/1bHbIM

pecypcam B Internet.


http://www.securitylab.ru/software/240522.php

[TporpamMmbl-ONbLTPLI

KubepMama 1.0b
(http://www.securitylab.ru/software/273

KubepMama npocneamTt 3a BpeMEHEM
Xl pab6oTbl, NpeaynpeauT pe6beHKa 0 TOM,

YTO CKOPO €MY HY}KHO BYyJeT OTAO0XHYTb
QUL L I e S ] M MPUOCTAHOBMT PaboTy KOMMbOTEpa,
" PacnucaHue a1l BLIXOAHBIX W NPasaAHUYHbIX AHEN Korja 3a/laHHOEe BaMM BPEMS UCTEYET.
- KnoepMama nogaep:kmBaet caeayowme
[V B aeHb Ha KOMNbIOTEPE MOXHO patioTaTk He fonee 0400 =5 yacos BO3MOMHOCTMU:
v Kaxable ID':’:45 Zo1 MUHYT  enaTk Nepepbis Ha |00:15 e QP - OrpaHmMyeHue no CyMMapHoMy

BpeMEHM paboThl

v P 6 W
V' Pazpewwre patory & cetu MHTepHer - NoaaepkKka nepepbiBOB B paboTe

[~ PaspewwTs patoTy & ONPEAENEHHbIE MHTEPEANb! BPEMEH - NoaaeprkKa paspeLleHHbIX
MHTEepBaNOB paboTbl
ok Omveis | - Bo3MOMHOCTb 3amnpeTa MHTEpHeTa

- BO3MOXHOCTb 3anpeTa urp/nporpamm


http://www.securitylab.ru/software/273998.php

Cnacubo 3a BHUMmaHue!




