MMAMSTKA JJIS1 POOAUTEJIEN

15 IIPABUJI BE3OIIACHOI' O IIOBE/IEHUA B HUHTEPHETE

(8A xuacc, centsops 2021 1.)

XPAHUTE TAUHBI

B undgopManmoHHOM NPOCTPAHCTBE HAM YaCTO NMPUXOAUTCS
BBOAUTH cBoM naHHble: DUO, aapec, naTy po:kaeHus, HoMepa
A0KyMeHTOB. be3onacHo Jim 310?

[lepconanbHble nanublie (UMs, pamMins, aapec, 1aTa poKIeHUs,
HOMEpA JIOKYMEHTOB) MO>KHO BBOJIUTH TOJIbKO Ha TOCY/IapPCTBEHHBIX
caiiTax WM Ha caiiTax MOKynku OmieToB. M TONbKO B TOM cily4ae, eciu
COEZIMHEHHUE YCTaHABIMBAETCS 1O MpoToKomy https. CieBa ot anpeca
caiiTa TOJIKEeH MOSBUTHCSA 3HAYOK B BUJIE 3€JIEHOTO 3aMKa - 3TO
03HAYAET, UTO COEAMHEHUE 3aLUIIEHO.

Bpsin mu pebeHKy moTpedyeTcst perucTpanus Ha TOCy1apCTBEHHBIX
caiiTax, HO JJaJke €ClIi OHA HY’KHA, JIeJIaTh 3TO B JIIOOOM ciy4yae HaJo
MOJl PYKOBOJCTBOM poAUTENeH. BaKHO MOMHUTB, YTO HU B KOEM
cilydae HeJb3s epenaBath uepe3 CeTh aHHbBIE JTHOOBIX JOKYMEHTOB U
O0aHKOBCKHX KapT. Jlaxke (1 TeM OoJiee) eciii KTO-TO 00 ATOM MPOCHT,
cTapaercsi yOeUTh B TOM, YTO BO3HUKIIA KPUTHUYECKAsT CUTYaITHs,
TOPOMIUT U MOBTOPSIET, YTO HY>KHO CPOYHO MPUCIATh HHPOPMAIIHUIO.

Ecnu takas cutyanus BO3HUKIA, peOCHKY HY)KHO cpa3y CBSI3aThCs C
poaurensiMu. Eciu eMy roBopAT, 4TO HUIKOMY HUYETo coO0IaTh
HEJIb3sl, ¥ YTaloT HEMPUATHBIMU MOCIEICTBUSIMHU, TEM OoJiee clieayer
CpPOYHO 000 BCEM paccKa3aTh ceMbe. 3allyTUBAaHUE U MONBITKH BO YTO
ObI TO HU CTAJIO OJIYYUTh CBEIEHUS TOBOPST O TOM, UTO MEPE]] BAMU
MOILICHHUKHU.

BYJIGTE
AHOHUMHBI

Co3naBas cBoii npo¢uJib B CONMANBHBIX CETHAX, HY’KHO
MAaKCHMMAJIbHO N30eratb NPUBA3KH K «PU3HYECKOMY» MHPY.

Henp3s yka3piBaTh CBOM aapec, AaTy POKIEHHUs, KOy, Kiacc. Jlydie
UCIOJIb30BaTh OYEBH/IHBIN MICEBJOHNUM: 10 HEMY JTOJKHO OBITh SICHO,
4TO 3TO HE HacTosAllee UM (BeIb UCIOIb30BaTh J0KHbIE JJAHHBIE:
«Anekcei» BMECTO «AJIeKCaHAP» - IO MIpaBUJIaM CollceTen
3aIpemieHo).

He Hazno craBuTh cBOIO (hoTOrpaduio Ha aBaTap, €Clid BaM He
UCIIOJTHUIIOCH XOTs ObI 15-16 ner. Bee netu u nmoxpocTku Miaame
ATOTO BO3pacTa, MyOJIUKYs CBOIO (oTorpaduio, pUCKYyIOT CTaTh
KEPTBOU 3JI0YMBIIIJIEHHUKA.

HE
PA3TOBAPUBAWTE
C
HE3HAKOMIIAMU

EcTh HECKOJILKO IVIABHBIX OMACHOCTEH, ¢ KOTOPHIMH MOKHO
CTOJIKHYThCS B HHTepHeTe. [1o 00/1b110MYy CUeTy OHM MAJIO
OTJIMYAKTCA OT TeX, YTO YIPOKAT HAM B PeaJIbHOM KU3HU.
3/10yMBINITIEHHUKH 3/1€Ch TPOCTO UCIOJIbL3YIOT APYyrue cpeacTna.

Bynnunr. Pebenka 003bIBalOT MM TPABST B MHTEPHETE - Yallle BCErO
0e3 KaKoi-Tnb0 MPUUUHBL, «IIOTOMY UTO Tak Beceno». K sxkepTBe Moryr




MPUIENUTHCS U3-3a (hoTorpadun B mpoduiie uim u3-3a mocra B
COLICETSIX.

[Tenoduisr. Ipocar npucnate 1n4nble GoTorpaduu, a mpu oTKaze
YIPO’KAIOT PACHPaBON HAJ WICHAMH CEMbH WU IIAHTaKUPYIOT
JPYTUMH CIIoco0amu.

Momennuku. [1brTatores 3aBinaieTb JaHHBIMU MTOJIB30BATENS I
BTSHYTh peOCHKa B ONACHYIO0 (PMHAHCOBYIO aBaHTIOPY.

['maBHOE CPENCTBO 3aIIUTHI OT BCEX 3TUX YIPo3 -
KOH(HIEHIIMATBHOCTh. Henb3s BbIKiIaapBaTh CBOU (poTorpaduu B
Cetp. Crieyer OrpaHMYHTH TOCTYH K HH(POPMAIIIH O BCEX CTOPOHAX
CBOEH >KM3HHM, OyIb TO OHJaWH miu odiaitH. CooduIaTe UX MOKHO
TOJIBKO MIPOBEPEHHBIM JIFOIIM: POJHBIM, OJM3KHM H JIOJISM, KOTOpPBIE
3HAKOMBI BaM JIMYHO, a HE Yepe3 UHTEPHET.

PACITIO3HAUTE Ha uto Hafo o0paTuTh BHUMAaHHeE NpPexKIe, 4eM BCTYNIUTH B
3JIOYMBIIIIJIEHHUM auaor? Yro curHaausupyer 00 OacHOCTH?
KA
BbI He 3HAKOMBI € 3TUM YEJIOBEKOM B PEaIbHOM JKU3HU.
Bam cobecennHuK sIBHO B3pociiee Bac.
VY Hero HeT WK OYeHb MaJIO Ipy3eil B COLICETH.
CobeceTHUK 0 UeM-TO IPOCUT: choTorpadupoBaThes, NpUCIaTh KaKue-
TO JJAaHHBIE U T. 1.
XPAHUTE ®OTO B | IlpaBunjia my6ankanuu codOCTBeHHBIX (poTorpaduii oueHb npocrbie
HEJOCTYIIHOM - eCJIM Bbl HEe XOTHUTE, YTOObI OHU CTAJH JOCTOSIHUEM
MECTE 00111eCTBEHHOCTH, HeJIb351 BBIKJIA/IBIBATH HX B HHTEPHET U
OTHPABJSITH KOMY-TO ¢ ero nomomso. Booome. laxe
MeCCEHIKEPbl KYMEIT» KOIHPOBATh MEPENNCKy B «00J1aK0», TAK
YTO Bbl MOKeTe MOTEePATh KOHTPOJIb HA/l CBOUMH CHUMKAaMHU.
Ecnu 4T0-TO Kyna-To OblI0 OTHPABIEHO WM IAE-TO ONYyOIMKOBAHO, 3TO
yuio B CeTb. BakHO MOMHUTB, YTO HU B KOEM CIIydae HEJb3s
BBIKJIa/IbIBaTh (poTOrpaduu JOKYMEHTOB - CBOMX WIH UyXHX. A (OTO
JPYTHX JIFOEH CTOUT BBIKJIAIbIBAaTh TOJIBKO B CIy4ac, €CJIM OHU Ha 3TO
COTJIaCHBI.
BYJIbTE Ili10xast HOBOCTD - YIAJIUTH HUYEr0 He MOJIY4YUTCs.
BAVTEJIbHBI
Bce, uto momnano B CeTh niam gaxke B cMapT(HOH, OCTAHETCS TaM
HaBcerna. Kak mpaBuiio, crepets qaHHble n3 CeTn HEBO3MOKHO.
EnmncTBeHHBIN crioco0 n30exaTh yTeuku HHGOPMAIINH - HE IETUTHCS
€lo.
HE COOBILIANTE JlaHHBIE Ie0IOKAIUY NT03BOJIAIOT BCEMY MUPY Y3HATh, I'/l€ BbI
CBOE JKMBETE M YYUTeCh, IPOBOUTE CBOOOIHOE BPeMsl, B KAKHX aKIUAX
MECTOIIOJIOXEH y4yacTByeTe, KaKue 110y U CIIeKTAKJIN JI00UTe, KaK OTAbIXaeTe.
HE OTciiennTh MeCTONOJI0:KeHHE YeJI0BeKa Tenepb He COCTaBJIsIeT

Tpyaa.




Jlnst peGeHka 3TO MOXKET MPEACTaBIATh OOJBITYIO OomacHOCTh. Ho
MOJTHOCTBIO OTKJIIOUUTH TEOJIOKAIUIO Ha JIETCKOM Tene(oHe HeNlb3sl.
PonuTensM mone3Ho HCroiib30BaTh CHEIMATBHBIC TPOrPAMMBI, YTOOBI
3HATBH, T]Ie HAXOJAUTCS PEOCHOK.

YroObI cAETaTh TEOJIOKAIIMI0 MAKCUMAIBHO 0€301acHON, HYKHO
CIICITUTH 32 TEM, YTOOBI MECTOIIOJIOKEHUE HE 0TOOpaaaoch Ha
«ucKabeTbHBIX» 00BEKTax - 0co0eHHO Ha dororpadusx. Ha
tenedoHax, B HACTPOMKAX KaMephl, KaK MPAaBUIIO, MOYKHO 3alPETUTh
TEOMETKH.

BHMUMAHMUE - HA
NI'PbI

IIpaBuiia 6e30MaACHOCTH €CTh HE TOJBKO B COLICETHAX U
MecceHaxepax. Bce 0CHOBHBIE YTpo3bl MOTYT HCXOAUTH H OT
OHJIAWIH-UTP.

Tam peOeHOK gaxe Ooiee ysI3BHM, IIOCKOJIBKY MM TIPOIIE
MaHHUITYJIUPOBATh. UTPOBLIC O6TJCKTI)I, YJICHCTBO B KOMaHJax,
BHYTPUHUTPOBBIC COLIMAIIBHBIE CBSA3HU - BCE 3TO MOXKET CTATh
MCXaHU3MOM MAaHUNTYJIIOWHW OJ11 MOIICHHUKOB, HGIIO(i)I/IJIOB W Jaxe
BEpOOBIINKOB Pa3JIMYHBIX IKCTPEMUCTCKUX IPYNIHUPOBOK. BoT mouemy
B UT'PE HY)KHO BECTH ce0st 0COOCHHO BHUMATEIBHO.

YUUTECH
3AMEYATH
[IOJJIEJIbHBIE
CAUTBI

@OUIIMHT - 3TO CNMOC00 BLIMAHUBATD Y YeiiOBEKA €10 1aHHbIE:
JIOTUH, HA3BaAHUEC y‘{eTHOﬁ 3allMCH U MapoJib.

[TporcXOoaUT 3TO TaK: IMOJB30BATEIIO MIPUCHUIAIOT CCHUIKY Ha CAWT,
OUYEHb MTOXO0KYIO Ha HACTOSIIIUN aJpec MOYTOBOTO CEPBHCA WU
counansHOM cetu. Kak npasuiio, puieps! cieninaabHO MOKYIA0T
Takue JoMeHbl. Hampumep, nms mail.ru 5To MoxkeT ObITh «meil.ruy, a
g vk.com - «vk-com.comy.

3710yMBIIIJIEHHUK JKJIET, KOT/1a YeJIOBEK BBEJIET JIOTUH WM Mapojib Ha
noAaenbHOM cante. Tak OH y3HaeT JaHHBIE, a IOTOM UCIOJIB3YET UX
JUIsl BXO/1a B HACTOSAIIUHN NPOQUIb CBOEH JKEPTBHI.

TPEHUPYUTE
[TAMSITE

Mo:XHO /14 10/1b30BATHCHA CEPBUCAMH, KOTOPBIE COXPAHAIOT
naposau? Eciau B npoduJie cogep:kurcs 1eiicTBUTE]bHO BasKHas
nH(popmanus, T0, yBbI, HeT. [loyemy?

310 y100HO, HO OHJIAWH-CEPBUCHI /ISl XpaHEHUs NapoJieil HeHaeKHBI.
WX 9acTo B3I1aMBIBAIOT M KOMTUPYIOT OTTY/1a TIAPOITH TTOJIb30BATEIICH.
Yariie BCero KepTBbI Y3HAIOT 00 3TOM JIMIIb CIYCTS KAKOE-TO BPeMs,
€CJI BOOOIIIE Y3HAIOT.

Hepenxo Takue caliTbl 1 CEpPBHUCHI CO3/1al0TCSI MOIIEHHUKAMHU
CHEIHAJIBHO JJISl TOr0, 4YTOOBI COOMPATh NapOIIH.

AKKYPATHEE C
I[TOKVYIIKAMU

I'1aBHOEe NPaBUJIO HHTEPHET-NMOKYNOK TaKoe: 10CTyll pedeHKa K
JE€HbI'aM J0JIKEH ObIThH OrpaHUu4Y¢HHBIM U HAXOJAMTLCH MO
KOHTPOJIEM pOAUTeJIeH.

OcHoBHbIE ()MHAHCOBBIE TTOTEPH OOBIYHO TPOUCXOIST Yepe3 TeIe(OH.
HeobxoamumMo moakIounTh YCIyTH OJJOKUPOBKH IUIATHOTO KOHTEHTA, HE
KJIACTh MHOTO JICHET Ha CUeT JIETCKOTOo TeledoHa U KOHTPOIUPOBATh
pacxojbpl. Bee ocTranbHbIe TUIATEKN JOJKHBI COIIACOBBIBATHCS C
POAUTENSAMH U MPOUCXOAUTH TOJIBKO MO UX TPUCMOTPOM.




Bce cepBucChl, KOTOpBIE IPUHUMAIOT JEHBIU, JOJDKHBI UMETh 3€JICHBIN
3Ha4YOK «https» psaoM ¢ Ha3BaHueM. Eciin Takoro 3Hauka HET, JTydiie
HE I10JIb30BaThCsl cTpaHuliei. Brpodewm, naxe ero Hajauuue
CTOIIPOLIEHTHOM rapaHTUX HE JAeT.

Yacro B mabnukax «BKoHTakTe» npenngaraioT 4To-To KyInuThb C
UCIOJIb30BaHUEM IIIaTexHOH cuctembl Qiwi. TyT Toxxe HyKHO
IPOSBIIATH OUTENBHOCTh U BHUMATEIBHO U3Yy4aTh OT3BIBBI O ITPOJABLIE.
B coucersax ecTb HeMaj0 MOIIEHHUKOB, KOTOPBIE IIOCIIE ITOITYYCHHUS
JICHET UCYE3al0T.

[TPOBEPSIUTE
MH®OPMALIMIO

IIpoBepka nHpoOpMaIIUH - JOBOJBLHO CJI0KHBIN MpoIece, U Jake
B3pocCJIble JIIOAH JAJIeK0 He BCer/ia Cpasisiorcs ¢ 3tTuM. Ectb
HECKOJIbKO (p)OPMAJILHBIX IPHU3HAKOB TOI'0, YTO BbI MONAJIU HA

«KeJIThI» cCaliT, KOTOPOMY He CTOUT BEepUTH 0€30roBOPOYHO. ITO
KpHuyYaliue 3aroJI0BKU, 00UjIne peKJIaMbl WU eCJId YuTaTeJs,
KOTOPbIil KJIMKHYJI HA HOBOCTh, IEPEeKHAbIBAIOT Ky/1a-TO AAJblIIE.

YrtoObI MpOBEpUTH HHPOPMAITUIO, KOTOPYIO BbI MTOJyYMIIA B HHTEPHETE,
CIIElyUTE CIENYIOIIUM PEKOMEH ALUSM:

- IOMIIUTE €Ille ABa-TPU UCTOYHHKA, JKEIATeIbHO U Ha IPYTHX S3bIKAX
TOXKE;

- HallIuTe MEePBOMCTOYHUK U 3a/1aiiTe cede Bompoc: «MOKHO JH eMy
TIOBEPATH?»;

- IpoBephTe, ecTh 1 B CeTH Ipyrue MHEHUs U (aKThl, KOTOPHIE
OTIPOBEPraroT UJIM MOJATBEPKIAIOT CKa3aHHOE.

Ecnu HyXHO y3HaTh Kakoi-TO ()aKT WM BBIICHUTH, YTO 3HAUUT
HEMOHSTHBIN TEPMUH, MOKHO 00paTuThes K «Bukunenun». Tam peako
MO>KHO BCTPETUTH COBCEM YK OTKPOBEHHYIO YEIyXY, HO CIIETO
JIOBEPATH OTKPHITON ITUGPOBOI SHIMKIIONEINN HE CTOUT: JIaXke B Hel
MOMaal0TCs OIIHOKH.

ITO3ABOTBTECDH
Ob «OBJIAKE»

Hackoabko Hafe:kHbI XpaHuIna, spoae «Ooaako» Mail.Ru, u
MOKHO JIM TaM 0e3 ONaCKHU XPAHUTDh JOKYMEHTbI?

CrnennanicTsl TOBOPAT, UTO 00JIaYHOE XPAHUIIHUILE MOMKHO
00€30MacuTh, €ClIM NpeABapUTEIHHO 3aIU(POBATH TOKYMEHTHI C
nomotubto PGP nnm ncnonb3oBaTe nporpammy Jist CO3JaHUs apXHBa,
IIOMECTUB B HEI'O OTCKaHUPOBAHHBIE JOKYMEHTBHI.

ITpu coznanum apxuBa HYKHO yKa3aThb OILHUIO «HETPEPHIBHBIN apXHUB»
(solid archive) u mocTaBUTH Ha 3TOT APXUB XOPOIIUN MAPOIIb.

Hampumep, Taxoii:
«kn23iuhuio 1 2njkpuiy89y7&R&TFTGIY*(UYT&* T G!*OUH*&GY
UIHJK)».

Wnm xots Obl Takoit:  «Bo#moneOepe3actosimal 23».

He pekoMenayercst HCIOIB30BaTh OJUH U TOT K€ MapoJib JUIsl pa3HbIX
ApXHUBOB.

COBJIIOJIAMTE
CETEBOM DTUKET

Yes10BeuecTBO TOJABKO yunTcesi oomarscsi B CeTn, HO MpaBuIIa
X0pouiero TOHa 37eCb HU4eM He OTJIMYal0TCH 0T TeX, KOTopble




HYKHO c00/1101aTh B peajibHOM Mupe. He ockopOJsiiiTe Apyrux, He
O0yaAbTe HABSA3YUBBIM, He NMO3BOJIATe CBOUM HEraTUBHBIM 3MOIHUAM
BBIXOJMTH U3-T10J KOHTPOJISl, IMIIUTE TPAMOTHO.

Kak u B )xu3Hu, B CeTu HaM NpUXOJUTCS ObIBaTh B Pa3HbIX
cooOmiecTBax, ¥ MpaBuiia OOIIEHUS MOTYT Pa3IndaThesi. BexknuBbIii
4eJIOBEK, II0IIaB B HE3HAKOMOE O0ILECTBO, MPEX/IE BCEIO MOIBITACTCS
y3HATh €ro 0COOCHHOCTH. | 1e-TO MPUHATO OOIIATHCS HA «BBI», a I7Ie-TO
- Ha «ThI», TJ1€-TO CMAINIMKU YMECTHBI, a IJ1e-TO - HeT. EcTh KoMnaHuw,
rJie IPUBETCTBYETCS UCIIOIb30BAaHUE CETEBOT'O CIIEHTA, a €CTh TAaKue,
IJIe ero NpocTo He NOWMYT WJIM IOCYUTAIOT Bac O€3rpaMOTHBIM.

Bripouewm, cymiecTByIOT mpaBuiia, aKTyajabHbIe I JTOOBIX COOOLIECTB:

[JIABHBIU CEKPET
BE30ITACHOCTU B
CETU

He Hy:kHO 1es1aTh B MHTepHETe HUYEro, 4To ObI BbI HE CTAJIH ObI
AejaaTh B pusndeckoM Mupe. PasHuna Mexay BUPTyaJIbHON U
peanbHOH AefiCTBUTEJbHOCTEI0O MUHHMAJIbHA.

Yro kacaeTcst poAUTENBCKOTO NMOBEACHMS, TO B CETH OHO TOKE HE
JIOJDKHO OTIIMYATHCS OT MOBeeHMs «B o(iaiiHe». OT peOeHKa Heb3s
JOOUTHCS TOBUHOBEHHUS IIyTEM 3alIPETOB M KECTKOI'O KOHTPOJISL.
OpHako U OIYIIEHUSI BCE03BOJEHHOCTH B UHTEPHETE TOXKE OBITh HE
JoJbKHO. BMecte yuntech BecT Ge30macHblit 00pa3 :KU3HU, KakK
peaNbHOM, TaK U BUPTYaJIbHOM.




